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Mooyns:  SSL
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[IpemocraBiseT TpaHCTIOPT OCHOBAHHBIN Ha cJI0€ OE30TAaCHBIX COKETOB.
Hcnons3yercst OpenSSL u nonaepxxkuBatotss SSLv2, SSLv3 and TLSv1.

Jluyensus: GPL
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BBenenue

Mopayns Tpancniopta SSL npenocTaBisieT B CUCTEMY MOJIEPKKY TPAHCIOPTOB OCHOBAHHBIX Ha
cioe Oe3omacHbix cokeToB (SSL). B  ocnoBe wmonyns nexur Oubnmorexka OpenSSL.
[ToanepxuBarOTCs BXOAALIME U UCXOIAIIUE TPAHCTOPTHI MpoTokosoB SSLv2, SSLv3 u TLSvI.

Jl00aBUTH HOBBIC BXOJSIIME W UCXOMSIINE TPAHCIOPTHI MOKHO TOCPEICTBOM KOH(PUTYpAIUU
TPaHCIIOPTHOM MOJICUCTEMBI B JTI000M KoHpuryparope cucreMbl OpenSCADA.


http://www.openssl.org/

1. Bxoasinue TpaHCHOPTHI

CkoH(MUTYpUPOBaHHBIN U 3aMYIICHHBINH BXOSIINA TPAHCTIOPT OTKPBIBAeT cepBepHbI SSL-coker s
OKU/IaHUSI COCAMHEHUS] KIMEHTOB. SSL-COKeT SBIISIOTCS MHOTO-TIOTOYHBIMH, T.€. NPH IOAKIIOYCHUU
KIUEHTa CO31aéTcs KIMEHTCKoe SSL-coelMHEeHHMEe W HOBBIM TOTOK B KOTOPOM MPOU3BOAMTHCS
obcmyxxuBanue kineHta. CepBepHblii SSL-COKET, B 3TOT MOMEHT, MEPEXOAUT K OKHIAHHUIO 3alPOCOB OT
HOBOTO KJIMeHTa. TakuM 00pa3oM JOCTHraeTcs napauienbHoe 00CTyKUBaHUE KIHEHTOB.

Kaxaplii BXOASIIUNA TPAHCHIOPT OOSI3aTEILHO CBSI3BIBACTCS C OJAHUM U3 JIOCTYIHBIX TPAHCTIOPTHBIX
MIPOTOKOJIOB, KOTOPOMY TEPEAAl0TCs BXOJAIIME cooOIeHusi. B cBs3ke ¢ TpaHCHOPTHBIM MPOTOKOJIOM
MOJIICPIKUBACTCS MEXaHU3M OO0BEMHEHHS KYCKOB Pa3poOIeHHBIX, P Tepeaaye, 3alpoCcoB.

Huanor konpurypanun Bxossmiero SSL-tpancnopra n3o0paxeén Ha puc.l.
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Puc.1. lnanor xondurypauuu Bxoasmero SSL-TpaHcnopra.

C nmoMoIuIbIo 3TOro AUaIora MOKHO YCTAHOBUTH:!

« Cocrosaue TpaHcnopTa, a wuMmeHHoO: «Cratycy», «3amymen» u umsa bBJ[  conmepxkarueit

KOH(UTypaIHIO.

«  Wnentuduxatop, UMs U ONHMCaHUE TPAHCIIOPTA.

« Anpec Tpancnopra B ¢opmate "[aapec]:[mopt]:[pexum]" Tae:
. anpec — Aapec, Ha KoTopoM oTKpbiBaeTcs SSL. JlomkeH ObITh OJJTHUM U3 aJpecOB XOCTa.
Ecnu ykaszano "*" to SSL Oyzaer noctyneH Ha Bcex uHTep(deiicax xocTa. JlomyckaroTcs: Kak
CUMBOJIbHOE, Tak U [P npencraBnenue agpeca.



- nopr — CereBoii moOpT,

3

CUMBOJILHOTO UMEHH TTOpTa (B COOTBETCTBUHU C /etc/services).
« pexum — SSL-pexum u Bepcust (SSLv2, SSLv3, SSLv23, TLSvl). Ilo ymonyanuio u
pu ommoOKe ucrnoib3yercst SSLv23

+  Bp106op TpaHCIOPTHOTO MPOTOKOIA.

+ CocrosiHHE, B KOTOPOE MEPEBOUTH KOHTPOJUIEP IPHU 3arpy3Ke: «3aryIieH».

+ Ceprudukarsl, npuBaTHbIN K104 SSL 1 naposs npuBatHoro kimoda SSL.

+  MakcumanabHOE KOJMYECTBO 00CTYKUBAaeMbIX KIMEHTOB U pa3Mep BXOIHOTo Oydepa.

2. Ucxoasiime TPaHCIOPTHI

CkoH(MUTYpUPOBAaHHBIM M 3aMYIICHHBIA HMCXOIANIMA TpaHCIOPT OTKpbIBaeT SSL coemuHeHme ¢
yKa3aHHBIM cepBepoM. [lpu pa3spbiBe COEOUHEHUs, HCXOASIIMA TPAHCIOPT OTKIKOYAETCs.
BO300HOBJIEHHSI CO€IMHEHUS TPAHCIIOPT HY’KHO OISATH 3aITyCTUTh.

['maBHas BKJIaJKa CTpaHUIbI KOH(pUTrypauu ucxosauiero SSL-tpancnopra n3odpaxéna Ha puc.2.
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Cratyc: Sanyuyen. TpadoHk BxonauLni 8.048 k6, ncxonauwni 0.09082 k6.

BoinonHaetca: ||

E[Q, TpaHcnopTa: [ g | - ]

— KoHdoury pauma

ID: TrentriocopSSL

Mma: [TantrbﬂpSSL

Cnncanme:

Aspec: [ localhost: 10045

Zanyckate: | |

CepTUWKATE W NPWEATHBIA KNKY:

----- BEGIN CERTIFICATE-----
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Maponb NPUEATHOMND KNKOYA:

Puc.2. I'naBHas BKiIaaka CTpaHULbl KOHGUTypauu ucxoasuero SSL-tpancnopra.
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C noMouib1o 3TOro AUagora MOXKHO YCTAHOBUTH:!

- CocrosiHue TpaHcnopta, a uMeHHO: «Crarycy, «3amymen» u umsa bJ[ coaepxkaieit

KOH(UTyparuio.

- Wpnentuduxartop, uMs 1 onucaHue TPAHCIOPTA.

+ Anpec Tpancnopra B ¢popmate "[aapec]:[mopT]:[pexum]" Tae:
« azapec — AJnpec, ¢ KOTOPBIM BBINIOJHSETCS coeAMHEHHE. JlonmycKatoTesl Kak CUMBOJIbHOE
tak u [P nipeacraBienue aapeca.
- nopT — CereBoil MOPT, ¢ KOTOPBIM BBHINOJHAETCS COEAMHEHUE. BO3MOXKHO yka3zaHue
CHUMBOJIBHOTO UIMEHH IOpTa (B COOTBETCTBHH C /etc/services).
« pexuM — SSL-pexum u Bepcus (SSLv2, SSLv3, SSLv23, TLSv1). [lo ymonuanuto u
npu ommrOke ucnonb3yercst SSLv23

+ CocrosiHHE, B KOTOPOE MEPEBOIUTH KOHTPOJUIEP MPHU 3arpy3Kke: «3ammyIien».

+  Ceptuduxatsl, npuBaTHbIN K104 SSL 1 aposib mpuBaTHOTO Kitoya SSL.

3. CepTuukathl U KJIHYH

Jnst monmHOLeHHOM paboThl MOAYNS HEOOXOAMMBI cepTU(HKATHl M MpPUBATHBIE KIOYH. B ciydae c
BxomsmuM SSL-tpancriopToM (cepBepoM) oHM 00s13aTesbHbl. B ciydae ¢ ucxoasumm SSL-TpancnopTom
OHM MOTYT M HE YCTAHABJIMBATHCS XOTS X UCIOJIb30BAHUE JKETATEIBHO.

[Ipocreiimeir koHpUTypanuer cepThdUKaTa SBISICTCS CAMOTOJINUCHON cepTU(HUKAT W TPHUBATHBIA
kiro4. Hipke onucana nporeaypa ux co3AaHusl C MOMOIIBIO YTHIUTHI openssl:

TeHepaluus CEKPEeTHOTO KJoua
openssl genrsa -out ./key.pem -des3 -rand /var/log/messages 2048
TeHepalysa CaMONONNMUCAHHOTO cepTubukarTa

openssl req -x509 -new -key ./key.pem -out ./selfcert.pem -days 365

w» o A

Hanee conepxumoe daiinos selfcert.pem u key.pem komupyercst B TEKCTOBOE MoJje cepTUUKATa U
Kiato4a. [1aposs NpUBaTHOrO KIl04a yCTAaHABIMBAETCS B COOTBETCTBYIOILEM I0JIE.
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