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[Iporokom SNMP Obu1 pa3paboTaH ¢ 1EIbI0 MPOBEPKH (DPYHKIIMOHHMPOBAHMS CETEBBIX
MapuIpyTu3aTopoB 1 MoctoB B 1988 rony. Bnocneactsuu cdepa neiicTBug MpoTOKoIa OXBaTHIA U
JIpyru€ CeTeBble YCTpPOICTBa, Takue Kak xaObl, IUIIO3bI, TEPMHHAJIbHBIE CEpBEpa U Jaxe
YCTPOMCTBA, UMEIOIIUE OTAANEHHOE OTHOIICHHWE K CETH: MPUHTEpa, UCTOYHUKH Oecrepe0oitHOro
nutanust, PLC u T1.1. Kpome TOro, nmpoTokosa A0mycKaeT BO3MOYKHOCTb BHECEHHS M3MEHEHHH B
(GYHKIMOHUPOBAaHWE  YKa3aHHBIX  ycTpoiicTB. Ha  mamHoe Bpemss  mpotokonr  SNMP
cra”zaptusupoBan kak RFC-1157, -1215, -1187, -1089.

JaHHbIi MOIYNb TPEAOCTAaBISIET BO3MOXHOCTH coOUpaTh HMH(OpPMALMIO Yy pa3iIMYHBIX
yerpoiictB o SNMP npotokony. Takxke Moxynem peanu3yrorcss (QyHKIUH TOPHU30HTAIBHOIO
pe3epBUPOBAHMSI, 4 UMEHHO COBMECTHOM PabOTHI C yIAIEHHON CTAHIIMEN STOTO-KE YPOBHSL.



1. SNMP

OCHOBHBIMU B3aUMOJICHCTBYIOIIUMU <«JTULIAMK» POTOKOJIA SIBJISAIOTCS ar€HThl U CUCTEMBbI YIIPaBJICHUS.
Ecnn paccmaTtpuBaTh TH /1Ba MOHATHUS HA SI3bIKE «KIMEHT-CEPBEP», TO POJIb CEPBEPA BHINIOJIHSAIOT areHTHI,
TO €CThb T€ caMble YCTPOWCTBA, JUIsI ONpOCa COCTOSHUS KOTOPBIX MU ObUT pa3paboTaH MPOTOKOJ.
COOTBETCTBEHHO, pOJIb KIHWEHTOB OTBOAMTCA CHUCTEMAaM YIPAaBICHHUS — CETEBBIM IPUIOKCHUSM,
HEOOXOIMMBIM JIs cOopa nHpopMauu 0 GYHKIMOHUPOBAHUH areHTOB. [IoMUMO 3THX ABYX CYOBEKTOB B
MOJIEJIN MPOTOKOJIA MOXKHO BBIIEIMTH TAKKE €IlEe JIBa: YIPABIAIOLIYI0 MHPOPMALMIO U caM MPOTOKOI
oOMeHa JTaHHBIMH.

Best undopmarus 06 00beKkTax CHUCTEMBbI-areHTa COAEPKUTCS B Tak HasbiBaeMoil MIB (management
information base ) — 0aze ympasisitomieil unpopmaryu, Apyrumu cioBamu MIB npencrasnser coboit
COBOKYITHOCTb 00beKTOB (MIB-niepemeHHbI€), TOCTYIHBIX 71 ONlepaluii 3aUCHU-YTEHHUS.

Ha nanHbIii MOMEHT cyliecTByeT ueThipe 6a3sl MIB:
1. Internet MIB — 06a3a paHHBIX OOBEKTOB Ui OOCCIICUEHUS JIHUATHOCTHKH OIIMOOK U
KoH(purypanuii. Bkimtodaer B ce0s 171 00bexT (B TOM uncie u 00bexThl MIB I).
2. LAN manager MIB — 6a3a u3 90 00beKTOB — apoju, CeCCUH, MOIH30BATENH, OOIINE PECYPCHI.
3. WINS MIB - 6a3a 00bekTOB, He0OX0auMbIX 1151 pyHknuonupoBanus WINS cepsepa.
4. DHCP MIB - 6a3a o0bekToB, HeoOxomumbix ais ¢yHkunonuposanuss DHCP cepsepa,
CIy’Kalllero sl JMHaMu4eckoro Beiaenenus [P agpecos B cetu.

1.1. MIB

Bce umena MIB umerot nepapxuueckyro cTpyktypy. CyliecTByeT AecsiTh KOPHEBBIX aJIMACOB:

1. System — nannas rpynma MIB II comepxutr B cebe ceMb OOBEKTOB, KaXKIbI M3 KOTOPBIX
CITYXUT Juist XpaHeHust nadopmaruu o cucreme (Bepcust OC, Bpemst pabOThI  T.11.).

2. Interfaces — comepxxuT 23 00beKTa, HEOOXOAMMBIX [Isl BEICHUS CTATUCTHUKU CETEBBIX
uHTEepeicoB areHToB (KonmyecTBO wuHTep(deiicoB, pasmep MTU, ckopocTs mnepenayw,
dbus3ndeckue aapeca u T.1.).

3. AT (3 oOwekra) — OTBEYAIOT 3a TPAHCISIHIO aapecoB. bonee He wucnonb3yercs. beuta
BmodyeHa B MIB I. B SNMP v2 »stra wundopmamus Obputa mnepeHecena B MIB  ms
COOTBETCTBYIOIIUX MPOTOKOJIOB.

4. IP (42 oObekTa) — naHHble O mpoxomsanmx [P makerax (KOJIMYECTBO 3ampocOB, OTBETOB,
OTOPOIICHHBIX MTAKETOB).

5. ICMP (26 00bekToB) — HWHpOpPMAIHSI O KOHTPOJBHBIX COOOMICHHUSX (BXOISIINE/UCXOISIINE
COOOIIEHUS, OIUOKH H T.1.).

6. TCP (19) — Bce, 4TO KacaeTcsi OJHOMMEHHOI'O TPAHCIIOPTHOIO MPOTOKOJA (AITOPUTMBI,
KOHCTaHTBI, COSTUHEHUSI, OTKPBITHIE TIOPTHI | T.IL.).

7. UDP (6) — ananoruuno, tonbko ans UDP mporokona (BXOAsIIME/MCXOSAIINE AaTarpaMMBl,
MIOPTHI, OIINOKH).

8. EGP (20) —  omammele o Tpaduke Exterior Gateway Protocol (ucmonb3yercs
MapuIpyTU3aTopamMH, OOBEKTHl XPaHAT HH(POPMAIUIO O HPUHATHIX/OTOCIAHHBIX/OTOPOIICHHBIX
Kazapax).

9. Transmission — 3ape3epBupoBaHa s crieruduueckux MIB.
10. SNMP (29) — craructuka mo SNMP — Bxonsmme/ucxoasiimme nakeTbl, OrpaHUYCHHS TTAKETOB
0 pa3Mepy, OLIMOKH, 1aHHbIE 00 00pabOTaHHBIX 3alpOCax U MHOTOE JIPYToe.



1.2. Anpecanus

Kaxp1if 13 KOpHEBBIX aJIMACOB MPECTABISCTCS B BUJE JIEpeBa, pacTyliero BHu3. Hanpumep, k anpecy
aIMUHHUCTPATOpPa MOXKHO OOpaTHThCS MOCpeACTBOM MyTH: system.sysContact.0, ko BpemMeHH paOOThI
cucteMbl system.sysUpTime.0, k omucanuio cuctembl (Bepcus, sapo u apyras mHpopmarus 06 OC) :
system.sysDescr.0. C apyroii cTopoHbl, T€ K€ JaHHBIE MOTYT 3a/1aBaThCi U B TOUEYHON HOTammu. Tax
system.sysUpTime.0 cooTBeTcTBYyeT 3Ha4ueHHe 1.3.0, Tak Kak system umeeT uHeke “1” B rpynmmax MIB 11,
a sysUpTime — 3 B uepapxuu rpynmsl system. Hoib B KOHIIE TyTH TOBOPHUT O CKAJIIPHOM THITE XpaHHUMBIX
JTaHHBIX. B mporecce paboThl CUMBOIIbHBIE HMEHA OOBEKTOB HE HCIIOJIB3YIOTCS, TO €CTh €CIIM MEHEKEP
3ampalirBaeT y areHra cojepkuMmoe mapamerpa system.sysDescr.), To B CTpoke 3ampoca CChUIKa Ha
00BekT Oyzaer nmpeodOpazoBana B “1.1.0”, a He OyaeT nmepeaHa «Kak ecTh.

B o6miem, cymiecTByeT HECKOJIBKO CIOCOO0B 3amnucu aapeca kK MIB-nepemenHoii:

« 1 Ilpsmas kogoBas aapecanus — “.1.3.6.1.2.1.1” (kopHeBoii anuac System). IIpu Takoit axpecaruu
kaxaass MIB nepemenHas kogupyeTcst HIEHTU(PUKATOPOM, a MTOJIHBIM apec 3alnChIBAa€TCsl B BUIE
II0CJIEI0BATEIBHOCTH UIEHTU()UKATOPOB pa3e€HHbIX TOUKOMH, clieBa Ha paBo. [laHHas 3anuch
ajipeca sIBJISIETCS. OCHOBHOM M BCE JIpYTHe CIOCOOBI 3aITUCH MTPUBOASITCS K HEH.

« 2 IlonHasg cMMBOJIBHAS, B COOTBETCTBUU C MPEABIAYIIENH KOAOBOM —
“iso0.org.dod.internet.mgmt.mib-2.system”.

« 3 Anpecanus oT KOpHEBOTO anuaca — “system.sysDescr”. 4 Anpecanus ot 6a3st MIB — « SNMPv2-
MIB::sysDescr».

1.3. BzaumoaeiictBue

B SNMP xnmeHT B3aMMOJEHCTBYET C CEpBEpOM IO MPHHLUMY 3ampoc-oTBeT. CaM mo cebe areHr
CHocOo0EH MHULIMUPOBATh TOJIBKO OJIHO JEHCTBHE, Ha3bIBAEMOE JIOBYLIKOW mpepriBaHueM. [Tomumo storo,
BCE JICHCTBHs ar€HTOB CBOJATCS K OTBETaM Ha 3aIPOCHI, [I0CHUIAEMbIE MEHEKEPAMU.

CymectByer 3 ocHoBHBIE Bepcum mnpoTokosa SNMP (vl & v2 & v3), KoTopble HE SBISIOTCS
coBMmectuMbIMU. B SNMP v3 Bkitouena nojaep:xka muppoBaHus Tpaduka, A1 4ero, B 3aBUCUMOCTH OT
peann3anuy, ucnoab3yrorcss anroputmsel DES, MDS5S. Ot1o Bener xk ToMy, 4TO IpH Iepenade Haubosee
BaKHBIC JITAHHBIC HENOCTYNHBI [UIsl NPOCIyIIMBaHUA. B kauecTBe TpaHcHOpTHOro nporokona B SNMP
00b1yHO Hcnosb3yercs npotokosn UDP, Xotsd, Ha camom nene, SNMP nognepkuBaeT MHOXKECTBO IPYTHUX
TPAHCIIOPTHBIX MTPOTOKOJIOB HIKHETO YPOBHSL.

1.4. ABTropuzauus

OnnuM u3 KmoueBsIx noHATUH B SNMP sBnsercs nonarue group (rpynmna). [Iponenypa aBropuzanuu
MEHeKepa MPEeJCTaBiIsseT cOO0N MPOCTYIO MPOBEPKY HA NMPHHAAIECKHOCTh €T0 K ONpPEAETICHHON TpyrIe,
U3 CIHCKa, HAXOJIIETrocs y areHTa. Eciam areHT He HaxXxOAMT IPYIIBl MEHEKEpa B CBOEM CITHCKE, HX
JanpHeIee B3auMOIeHCTBIE HEBO3MOXKHO. 110 yMOI49aHUIO HCTIONB3YIOTCS TPYIIIbL: private u public.



2. MoayJb

Janubprii Moayns momaepkuBaeT padoty ¢ mporokosioMm SNMP Bepcum 1. Ha Tekymuit MoMeHT
nojaepxkuBaercss Toiapko yreHne MIB-nmapamerpos. Kpome Toro, mepeuenr tunos MIB-napamerpos
orpanndeH ciuckoM: ASN OCTET STR, ASN INTEGER u ASN_COUNTER. ITognepxka ocTaqbHBIX
TUIIOB U 3alMCh IIJIAHUPYETCS B CIEAYIOLINX BEPCUSAX MOAYIISL.

2.1. KonTpoJuiep JaHHBIX

Jnis noGamnenust nctoynrnka naHHbIXx SNMP cozpaéress u koHQUTYpUpYETCs KOHTPOJUIEp B CHCTEME
OpenSCADA. [Ipumep BKiIagku KOH(GUTYpallMi KOHTPOJUIEpa TaHHOTO TUIa 300pakeH Ha puc. 1.
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Puc.1. Brianka koH(UTyparyy KOHTpoJUIepa.



C noMouibIo 3TOM BKIAJKA MOXKHO YCTAHOBUTH:
+ CocrosiHre KOHTposuiepa, a umeHHo: Crartyc, «Bximtoueny, 3anymen» u ums b/l conepxaieit
KOH(UTYpaIuio.
«  Wnentudukatop, UMs 1 ONMMCaHUE KOHTPOJLIEPA.
+ CocTosiHHE B KOTOPOE MEPEBOIUTH KOHTPOJIJIEP MpH 3arpy3ke: « Bkimtouen» u «3amymien.
+ Pexum TOpPU3OHTAIBHOTO PE3EPBUPOBAHUSA M  NPEANOYTEHUE HCIOIHEHHS JaHHOTO
KOHTpOJUIEPA.
+  Wwmsa tabnunel 1u1st XpaHeHus: KOHQUTYpaluy apaMeTpoB KOHTPOJUIEpa.
+ Ilepuon u mpuoputet 3a1auu cOOpa JaHHBIX.
« Azpec ymain€HHOTO XOCTa, TPYIILY JOCTYIAa U OTpaHUYEHUE Ha KOJIMYECTBO aTPUOYTOB B OJTHOM
rnapamerpe.

2.2. ITapameTpsbl

Monyns SNMP mpenoctaBiiseT TOJNbKO OJUH TN mnapamerpoB — “Cranmapt’. JlONOJHUTEIBHBIM
KOH(UTYpallMOHHBIM TIOJIEM MapameTpa JaHHOro Mmonyis (puc.2) seusercs crnucok MIB-nmapamerpos,
BETKH KOTOPBIX IOJIIEKAT CUUTHIBAHUIO.
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Puc.2. Bxnanka koHdurypamnum mapamerpa.
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B cootBetrcTBUU ¢ ykazaHHBIM criuckoM MIB-mapameTpoB BBINONHSAETCS ONPOC UX BETBEH M CO3JaHUE
aTpuOyTOB TapameTpa. B manmbHeiinieM BBITIONHSETCS OOHOBIICHHE 3HAUEHUN MapamMeTpoB. ATpPUOYTHI
MMEHYIOTCS B COOTBETCTBHH C KOJIOBOH anpecarmeii MIB-mapametrpoB, B kauecTBe uaeHTHUKATOPA, U
aapecaruu ot 6a3sl MIB 00bekTOB, B MMeHU aTpubyTa (puc.3).

daiin PepaktupoBaHne Bwg [Momouwb
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Mapamemp: System

y Demo station
(% Basbl gaHHbIx Mapametp | ATpuBYTHl | Apxueauua
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Cho
gmﬂaiﬂ;:::x FMET | SNMPv2-MIB::sysDescr.0: Linux roman.diya.org 2.6.25-std-def-alt6.M41.1
flomeckit yposers #1 SMP Thu Jul 17 20:26:22 MSD 2008 i686
CBop aaHHbIX Siemens SNMPv2-MIB::sysName.0: roman.diya.org
Diamond nnatei cBopa | gNMPy2-MIB::sysLocation.0: Right here, right now.

Gubnuomexa wabnoHos:
. SNMPv2-MIB::sysORDescr.1: The SNMP Management Architecture MIB.
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[ ApxwBhbl
.;.,j CEIEL[MS]‘II:HI:IE SNMPv2-MIB::sysORDescr.2: The MIB for Message Processing and
[ Monb3oBaTENLCKUE UHTED Dispatching.
& YnpaeneHwe MogynamM SNMPvZ2-MIB::sysORDescr.3: The management information definitions
op for the SNMP User-based Security Model. T
hena SNMPv2-MIB::sysORDescr.4: The MIB module for SNMPv2 entities
SNMPvZ2-MIB::sysORDescr.5: The MIB module for managing TCP
implementations
SNMPv2-MIB::sysORDescr.6: The MIB module for managing IP and ICMP
O ] o) pmnlamantations
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Puc.3. Bximanka atpu0OyToB mapamerpa.
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