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BBeaenue

OPC (OLE for Process Control) 3T0 ceMeiCTBO MPOTOKOJOB M TEXHOJOTHH, MPETOCTABIISIFONTUX
eANHBIN WHTepdeiic s ympaBlieHUS OOBEKTaMH aBTOMATH3AIlMM U TEXHOJIOTUYECKUMHU TMPOIECCAMHU.
Cozpanne u mnomnepxkky cnenudukanuii OPC  xoopauHupyeT MeXIyHapoJHasi HEKOMMepyecKas
opraum3ansi OPC Foundation, co3mannas B 1994 roay BeoylmuMu NPOU3BOAMUTEISIMH CPENICTB
MIPOMBIIIICHHOW aBTOMATHU3aIUH.

B Buay Ttoro, uro 3HaumtenpHOe BiusHue B opranu3anuu OPC Foundation wmmeer koproparws
Microsoft, mporokomnst OPC, no mocnenHero BpeMeHu, ObUTH OJHOIUIAT(OPMEHBIMH U 3aKPBITHIMHU, B BUY
MPUBS3KA K 3aKpbITBIM TexHoJmorwsiM MS Windows. Omnako ¢ HemaBHuX mop opranuzarmein OPC
Foundation Obutu co3gansl Takue MHoromiatgopmennsie uarepdeiicel, kak OPC XML DA u OPC UA.
Haunbonpmmii mHTEepec u3 HUX mpenacrasiser uHTepderic OPC UA, kak yHUPUIMPYIOUIHMA Bce
UHTep(eNchl paHHUX BEPCHI B paMKax OTKPBITBIX ¥ MHOTOMJIAT(HOPMEHHBIX TEXHOJIOTHIA.

JanHblil MOIynb peanusyeT noaaepkky uarepgetica u nporokona OPC UA kak B BUJE KIHEHTCKOTO
ceppuca, Tak u B Buiae cepsepa OPC UA. Knuenrckuii cepsuc OPC UA peanusyercss 0AHOMMEHHBIM
MojyieM mojcucteMsl "COop naHHBIN", a cepBep peanusyeTcs MoayieM noacuctems! "TIpoTokossr".

B Tekymieit Bepcun JaHHBIX MOJYJIEH peanu3yloTcss OMHapHas 4acTh MPOTOKOJIa M 0a30BBIE CEPBHCHI B
HeOe30MacHOM pexuMe. B TociencTBUM IUTaHUPYETCS pacHIMpeHue MOAYNs [Uisi paboThl depes
HTTP/SOAP, nomnepku MOJIMTUK OE30MMaCHOCTH U pealin3annu ocTaabHbIX cepBrucoB OPC UA.

Xots nporokoa OPC UA u siBisercs MHororiaropmeHHbIM, ero cnenudukaius u SDK He SBistoTcst
CBOOOIHOJOCTYIHBIMU, a MPEAOCTABISIOTCS ToNbKO wieHaMm opranusanuu OPC Foundation. ITo atoii
MIPUYHMHE peanu3alus TaHHBIX MOJIYJICH CTONKHYJIACh C 3HAYUTEIIbHBIMU MPEMSATCTBUSMH U TIPOOJIEMaMH.

Bo mnepseiii, mporokon OPC UA crnoxen u peanuzanusi ero BooOme 6e3 crneuudukanuu KpaiHe
tpynoémka. [1o sToit mpuuuHe paOOThl HAJ JAHHBIMU MOJYJISIMH JIOJITO€ BPEMsI HE HAUMHAJIACh U TOJBKO
Onarosmapsi CmOHCOpPCKOW momoIu oaHou u3 opranm3anuii-wieHa OPC Foundation npoexkt OpenSCADA
nosyumn gokymeHtamuioo cnenudukanuu. [Ipu atom SDK u ucxomgasie Tekctel ANSIC-API nportokona
OPC-UA mnonyyeHsl HEOBUIM MO NMPUYMHE HE cOBMeCTUMOCTH uX nuneH3uu ¢ GPL um kak cieactBue
MOTEHIMATBHONH yrpo30i HApyIIEeHUs JHIEH3UH Tpu paboTe C HUCXOAHBIMHU TEKCTAMHU, YTO MOTJO
MPUBECTH K TMOCIEAYIONIUM IOPUIAYECKUM Tpo0iemMaM IpU CBOOOIHOM pPacCHpOCTPaHEHUU JaHHBIX
MOJYJIEN.

Bo BTOpBIX, naxe Hanmu4ue crnenu(UKaluy HE MO3BOJSET PEIIUTh Psii TEXHHYECKUX BOMPOCOB 0O€3
npuMepa peanu3aliyd U BO3MOXXHOCTH MPOBEpPKU Ha paboueM nporoTune kiuenta u cepsepa OPC UA.
Hanpumep, MIMEHHO TEXHHUYECKHUE OCOOCHHOCTH PeaIn3aliy alfOPUTMOB CUMMETPHYHOTO NIM(POBAHUS U
MOJTyYEHUS KIIIOUed JUIsl HUX He MO3BOJIMIM 3aKOHYHUTh PEATU3alUI0 MOIEPKKHU MMOJIUTUK O€30MacHOCTH,
Ha JaHHBIA MOMEHT.

Jnst omianky (QYHKITMOHHPOBAHMSI MOJYJIEH OBUIO HMCMOIb30BaHO neMoHcTpamuoHHOe [10 dupmer
Unified Automation B cocraBe OPC UA knuenta - UA Expert u cepepa - OPC UA Demo Server.



http://www.unified-automation.com/
http://opcfoundation.org/

1. lIporokoa OPC UA

OPC UA »t0 miaTdopMo-HE3aBUCUMBIN CTaHAAPT C MOMOIIBID KOTOPOTO CHUCTEMBI M YCTPOWCTBA
Pa3IMYHOTO THIA MOTYT B3aUMOJIEHCTBOBATh MyTEM OTIPABKU COOOIIEHUN MEXIY KIIMEHTOM M CEpPBEPOM
yepe3 paznuyHbie THIBI ceTel. [IpoTokoi moaaepuBaeT 0€30MacHOe B3aUMOJICHCTBUE IyTEM BaJIUIAIIAN
KIIMEHTOB U CEpBEpOB, a Takxke mpotuBoneicTBus arakam. OPC UA ompenensier monstue Cepsucul,
KOTOpBIE CepBEpa MOTYT MPEAOCTABIIATh, a TAK)KE CEPBUCHI, KOTOPBIE CEPBEP MOAACPKUBACT VIS KIIMEHTA.
Nudopmanusa nepenaércs B Bujae TunoB gaHHbIX ompeaenénnbie OPC UA u mpousBoauTeneM, Kpome
TOTO CcepBepa OMPEACNsOT OOBEKTHYI MOJENb, s KOTOPOH KIMEHTHI MOTYT OCYIIECTBIIATH
JTUHAMHAYECKHN 0030p.

OPC UA mnpenocraBisieT COBMEIIEHUE, MHTETPUPOBAHHOIO AJPECHOTO IPOCTPAHCTBA M CEPBUCHOM
MOJIeNd. DTO TMO3BOJISIET CEpBEpy MHTETPHPOBATH NaHHBIC, HapymeHus (Alarms) m coOwitus (Events),
UCTOPUIO B 3TOM aJ[peCHOM HPOCTPAHCTBE, a TaKKe NPEAOCTABIATH JOCTYNl K HHUM IOCPEACTBOM
MHTETPUPOBAHHBIX CEpBUCOB. CEPBHUCHI TAKXKE MPEIOCTABIISIOT HHTETPUPOBAHHYIO MOJIENb OE30MACHOCTH.

OPC UA mno3BossieT cepBepaM MPEAOCTaBIATh [Ji1 KIMEHTOB OMNPENENCHHUs TUIOB ISl OCTyna K
oOwekTaM u3 anapecHoro mpoctpanctBa. OPC UA pomyckaeT mpenocTaBlieHHE NaHHBIX B Pa3iIHMUHBIX
dbopmarax, BKiItOUYasi OMHapHBIE CTPYKTYphl 1 XML-nokymMeHThI. Uepes aapecHoe mpoCTpaHCTBO KIIUEHTHI
MOTYT 3alpPOCHTh Yy cepBepa MeTaJaHHbIe KOTOPbIE OMHUCHIBAIOT (hOpMAT JaHHBIX.

OPC UA pnoGaBnser MoAepKKy MHOXKECTBEHHOW CBSI3HOCTH MEXAY Y3JaMH BMECTO IPOCTOTO
JIOBOJIBCTBOBAHUS HEPAPXUYHOCTBIO. Takast THOKOCTh, B KOMOMHAIIMM C OIPEEICHUEM TUIIOB, [TO3BOJISET
npumensaTs OPC UA uis pemieHus 3a1a4 B IKUPOKOH MpoOIeMHOM 001acTH.

OPC_UA crnpoekTupoBaH i o0ecriedeHus: Haa&XHOW BbIaun TaHHbIX. OCHOBHAsI 0OCOOCHHOCThH BCEX
OPC cepBepoB ClIOCOOHOCTH BbIIaBAaTh JAHHBIE U COOBITHS.

OPC UA cnpoexkTupoBaH ISl MOAJNEPKKH ILIUPOKOTo JauarnazoHa cepBepoB, oT mpoctbix [IJIK no
NPOMBIIIJICHHBIX ~CEpPBEPOB. OTH CepBepa  XapaKTEpPU3YIOTCS IIMPOKUM  CHEKTPOM  pPa3MepoB,
IPOU3BOIUTEIBHOCTH, TIATGOPM UCTIONHEHHUS U QyHKIMoHanbHOW EmkocTH. Crenosarensno OPC UA
ONpesieNIAeT MCYEPIBIBAIOIIEE MHOXKECTBO BO3MOXKHOCTEH, M CEpBEp MOMKET HUMILIEMEHTUPOBATh
MOJMHOKECTBA J3THX Bo3MoxkHOocTe. J[[ng obGecreuenuss cosmectumoctd OPC UA  onpexpensier
IOJMHOXECTBA, UMEHyeMble [Ipogpunamu, KOTOpbIE CepBepa MOTYT YKa3blBaTb JUIsl COINIACOBAHUSL.
KnueHTsl MOTYT B MOCIHIEACTBUU BBINOJIHATH 0030p npoduieil cepBepa 1 npoOpackiBaTh B3aUMOACHCTBHUE
C CepBEpOM OCHOBAaHHOM Ha MPOPUIISX.

OPC UA crneuudukanys CHPOCKTUPOBaHA KakK SApPO B CIOE H30JUPOBAHHOM OT IOJUICKALTUX
KOMITBIOTEPHBIX TEXHOJIOTUN M CeTeBhIX TpaHcmopToB. Oto mo3oisier OPC UA, npu HeoOX0oanMocTH,
paciupsThCsl Ha OyIylide TEeXHOJOTuu Oe3 OTTOpP)KEeHHS OCHOBBI nu3aiiHa. Ha naHHBI MOMEHT
cneurpukanueil ompeneneHsl ABa crnocoba koaupoBaHus gaHHbIX: XML/text 1 UA Binary. B
JIOTIOJTHEHUE, OTIpeIeNieHo aBa Tuma TpancnoptHoro ciiosi: TCP u HTTP/SOAP.

OPC UA chopoekthpoBaH Kak pemieHue st murpaiuu ¢ OPC KJIMEHTOB U CEpPBEPOB, KOTOPHIE
ocHoBanbl Ha Microsoft COM texnonorusax. OPC COM cepsepa (DA, HDA u A&E) MoryT ObITh JIerko
otpaxkxeHsl B OPC UA. IIpou3BoauTenn MOTYT CaMOCTOSITEILHO OCYIIECTBIIATh TAKYI0 MUTPAIUIO WJTU JKE
PEKOMEHIOBATh MOJIB30BATENSIM UCIIOJIB30BaTh OOEPTKU U KOHBEPTOPHI MEXK Y dTUMHU MpoTokonamu. OPC
UA yHubuuupyeTr mpeaplayliue MOAEIN B €IWHOM aJpPECHOM MPOCTPAHCTBE C €JUHBIM MHOXECTBOM
CEPBHCOB.



2. MoayJb peaju3anyuy NPoToKoJaa

Moy MpOTOKOJIa COAEPKUT KO peanu3anuu npotokoibHoU yactu OPC UA kak 11 KITHEHTCKOTO,
Tak U ans cepepHoro cepsuca. g nocrpoenuss OPC UA cepBepa AOCTaTOYHO CO3/aTh BXOMASIIUN
TPAHCIIOPT U BBHIOPATh B HEM MOJIYJIb TAHHOTO MTPOTOKOJIA.

2.1. O6cayxuBanme 3anpocos 1o nporoxkoay OPC UA

Bxomamme 3ampocsl K MOAYIIO-TIPOTOKONY 00pabaThIBAIOTCS MOAYJIEM B COOTBETCTBUH  CO
ckoH(purypupoanueiMu KoHeuHbIMH y31amMu OPC UA (EndPoints) (puc.1).
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Puc.1. Koneunsie y37b1 mpoTOKOIIA.

Koneunsiit yzen nporokona OPC UA sto ¢daktudecku o0bekT cepBepa OPC UA. KoneuHnsle y3ibl B
OPC UA moryT OBITh KaK JIOKaJbHBIMH, TaK U yIIEHHBIMU. JIOKaIbHBIN KOHEUHBIN y3el MpeaHa3HaYeH
JUISl IPEOCTABIICHUS pecypcoB craHuuu 1o nporokoiay OPC UA, B To BpeMs Kak y/lajl€HHbIE KOHEYHbIE
Y3JIbI CITy’KaT Kak JUIsl BBIOJMHEHU cepBrca 0030pa noctynHbix OPC-UA y3510B, Tak ¥ AJIs UTI030BaHHS
3allpOCOB K yJAJIEHHBIM CTaHLUAM. B naHHON Bepcuu MOIyssl MOJAEP)KUBACTCS TOJBKO KOH(MUTyparus
JIOKQJIbHBIX KOHEYHBIX Y3JIOB.

OO0mas koH(UTYypanusi KOHEYHOTO y3J1a OCYIIECTBIISIETCS HAa TJABHOM BKJIAJIKE CTPAHUIBI KOHEYHOTO
y3i1a (puc.2), napamMeTpamu:
+ CocrosiHHE y311a, @ UMEHHO: cTaTyc, "Brirouen" u ums BJ1, coneprkarieid KoH(MUTYpaIHro.
- Wnentuduxatop, UMs U onKcaHue y3ia.
+ CocrosiHME, B KOTOPOE NEPEBOIUTH Y3€1 IpHU 3arpyske: "Bxirouen".
+ Tum xonupoBanus npotokosa. Ha manHbIi MOMEHT 3TO TOJIbKO "buHapHbIi".



«  URL xoHe4HOI TOYKH.

+ Ceprtuduxart cepsepa B popmare PEM.
+ TlpuBatHslii ki1r04 B popmare PEM.

+ ITlonutuku 6€30macHOCTH cepBepa.

0 CTEHUHA
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[ Loop
Loop S5L

Brnwo4arte: E'

THN KOAWMPOBAHWA: | BMHapHEIRA -

URL: [opc.tcp:ﬂroman. diya.org: 4841

CepTudukaT cepeapa (PEM):

MIIDOTCCAzggAwIBAQIESR xb0zANE gk ghkiG9wBAQUFADEMQswC QYDVQQGEWIE
RTEQMA4GALUECEMHOMFZYXIpYTESMBAGALUERx MITnVyZ W1iZXInMSAwHg YDV
ExdWbrmlrmaWvkIEF1dG9tYXRpb24gR 21iSDEUMBIGALUEA: MLVWFTZHI2ZXIDUF AW
HheNMDgxMTEZMTY1HD @z WhcHMDkxMTEZMTYLND Qz WiBrMQswC QYDVQQGEWIER
MA4GALUECEMHQMFZYXIpYTESMBAGALUEBxMITAVYZ WLiZXInMSAWHgYOVQ QKE | «
brmlmawyvkIEF1dGotYXRpb24gR21iSDEUMBIGAL UEAxMLVWFTZ X2 ZXIDUFAwgZE v w

(4] | [a]»)

MpreaTHEIA kKN4 cepeepa (PEM):

[TIT] ----- BEGIMN RSA PRIVATE KEY-----
MIICKQIBAAKBQQCQriZOTOZ+58395uBYIWEAGIIwIp9mP2odpowglxb0y7llogtl
] AnATNTannEF I EFFNG e er? MW T YO W FafivS vt dtH rmmwh WHR 20 0 G aHFH T ren e EH

Puc.2. I'naBHas BkiIaaka CTpaHUIbI KOHEYHOTO y371a.



3. MoayJb coopa JaHHBIX

Moayne cOopa JaHHBIX TMPEIOCTABISIET BO3MOXHOCTH ONpoOca W 3amucu atpuOyTtoB 3HaudeHus(13)
y3noB tuna "[lepemennas".

3.1. KonTpoJiep 1aHHBIX

st no6asnenust ucrounrka ganHbix OPC UA co3naércs u KoHQUrypupyeTcsi KOHTPOJUIEp B CUCTEME
OpenSCADA. [Ipumep BKIIaIKH KOHPUTYpALMHA KOHTPOJUIEPA JAaHHOTO TUIIAa H300pakeH Ha puc.3.
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Mpeano4yTeHWe MCNoNHEHWA! [-:Bhlcm(nﬁ YPOBEHE> |"]

Tabnuua napameTpoB: [DPC_UA_Prm_test

MnaHWpoBEaHWE BEMMCNEHWA! [1

¥poEeHE NpHUOpPWTETE 3a484M cBopa AaHHBIx!
Mepyog cMHXPOHWIAUWK € YAANEHHOA cTaHuWed (cex)! _

Adpec TpaHCnopTa: [ Sockets.te

stoPc R

KoHe4vHeliA yaen: [opc.tcp:.i'.floca

lhost:4841

Monuwtka BesonacHocTk: | Het

-

C IIOMOIIBIO ATOM BKJIAJKH MOYKHO YCTAaHOBUTL:

+ CocrosHne KoHTpoyUiepa, a umeHHo: Cratyc, "Bxmouen", 3anymen" u umsa b/, cogepxkareit

KOH(UTypaLuio.

Puc.3. Briranka koHGUTypaIiuu KOHTPOJIIEpA.

« Wpentuduxarop, UMs 1 ONUCAHKUE KOHTPOJLIEPA.
« CocTtosiHHE, B KOTOPOE IMEPEBOUTH KOHTPOJUIEp TIpH 3arpyske: "Bxirouen" u "3amymen".

+  Pexum TOPHU30HTAJIBHOT'O

KOHTpOJLIEpA.

pe3epBUPOBAHMUS

H  [OpCAIIOUYTCHUC

HUCITIOJTHCHU A

TAHHOT'O
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«  Wwmsa tabnuuesl 11t XpaHeHus: KOHQUTYpaluy apaMmeTpoB KOHTPOJUIepa.

« IlapameTpsl IUIaHUPOBILMKA UCTIOIHEHHS 3aa4u cOopa U €€ MPUOPUTETHOCTb.

+ Tlepuon cuHXpoHU3AUKA KOHPUTYpAITUU aTpHOYTOB apaMeTPOB C yIaaEHHON CTaHITHEH.

« AJIpec UCXOMSIIEro TPAHCHIOPTAa U3 CMUCKA CKOH(UTYPHPOBAHHBIX MCXOJSIINX TPAHCIOPTOB B
noacucteme "Tpancnoptel" OpenSCADA.

« URL koHe4HOrO y351a y1an€HHON CTaHLINH.

+ Ilonmutuka 6€30MaCHOCTH B PEKUM OE30TTACHOCTH COOOIICHHSI.

« Ceptudukar kmenta B popmare PEM.

« OrpanuyeHue uyuciaa arpuOyToB B MapaMmeTpe, JIsS pEeXUMa HMMIIOpTa BCeX aTpUOyTOB
MIPUHAJIEKAITNX OOBEKTY.

C uenpto obOnerdeHus MIEHTH(UKALMU y3J10B Ha yJaJEHHOW CTaHIMEW, a Takke BblOOpa UX s
BCTaBKM B IapaMeTpe KOHTPOJUIEpa, B OOBEKTE KOHTpOJUIEpa MPEeIyCMOTPEHA BKJIAJKa HABHTAIMU IO
y3J1aM YIOaJIEHHOM CTaHLMH, TJIeé MOKHO HPONTH MO JepeBy OOBEKTOB U O3HAKOMHUTCSA C UX aTpudyTramu

(puc.4).

i W OpenSCADA QTCfg: OeMe cTaHuua
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Puc.4. Bxnagka "O630p y3710B cepBepa" CTpaHUIIBI KOHTPOJLUIEpa.



3.2. [TapameTpsbl

Monayns cOopa [aHHBIX MPEJOCTABIAET TOJNBKO OJWUH THUN mapaMmeTrpoB - “Cranmapt’.
JlononHUTENbHBIM KOH(GUTYPALIMOHHBIM TOJIEM IapaMeTpa JaHHOTO MOAYJS (pHUC.5) sBiseTCs MepedyeHb
y310B OPC UA. ATpuOyT B 3TOM IepedHe 3aMuChIBacTCs CASAYIONIMM 00pa3oM: [ns:id].

I'ne:
+  ns - o01acTb UMEH, YUCIIOM;
+  id - ©IEHTUPUKATOP y3JI1a, YHCIIOM MU CTPOKOH.

ITpumep:
« '0:84' - xopHeBas qUPEKTOPUSI;
+ '3:BasicDevices2' - y3en 6a30BbIX YCTPOUCTB B 00JaCTH UMEH 3.

g B OpenSCADA QTCfg: Jemo cTaHLHA

Paiin  PepakTupoeaHve Bra  Momowre QTStarter
03000 "R 146200 DO
e
”."" o Mapametp: test
Elo OeMo cTaHUWA
= -
B E58 Basel aaHHex loE e ATpIByTH | ApxuBaima ]
: E}.ﬂ Ee3ZonacHOCTE
g TpaHnopTel — CocToAHWE
ey TPaHCnopTHEIZ NpoTY TUN: std
=l J Chop AaHHEIX
E- Mogyne: Brnw4eH:! E'
-- LWinwz WCToOMHWKOER
.. ModBUS —Kondurypauna
DCON knneHT ID: tast
-- SHMP knueHT
-- ObopyaoceaHne 10 Mma:
-- BRoYHBIA BEMKOIK o ,
nUcaHue
-- Yerpolicrea ACKY
R Chop aaHHE:
El oPC uA
i [ tast
-- ZeyHKOBaA KapTa
--J'IaruHecv:Hﬁ YRpoBL BrnwHaTe: @
-- Ber4uvcnvTEnE Ha j. .
-- CBop AaHHEx Sie Crmcok yanos:
[ Diamend nnaTe € 1 Counterl
[F}- Bufnuorera wabnonos ZiBasicDevices2.Device0, Variablel
B[] Apxmee -
CneyvantHee d
4
[ )
JDemoStation/sub_DAQ/meod_OPC_UAScntr_test/prm_test/% 2fprm % 2fst% 2ftype B raman

Puc.5. Bknagka koHdurypamuu napamerpa.
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B cooTBeTCTBHYU € yKa3aHHBIM CITUCKOM Y3JIOB BBITIOJHSIETCSI OTIPOC M CO3J]aHUE aTpUOYTOB Mapamerpa
(puc.6).

DA QTCfg: Nemo cTaHuMA

®aiin  PeaawktTupoeaHve Bua Momowre QTStarter

83000"=x Lkl'200 @

ma -
Ei AewMo cTaHUKMA
... e

| lNapameTp: test
Eazel AaHHEIX

MNapameTp ATpHEYTEI ApxWEALWA

TpaHcnopTel ID: tast

“m

. % BEezonacHocTe
v

="

TpaHcnopTHEIE ApPOTY
j Chop AaHHE ULEE [
E- Mogyne:
- LWUnw3 McToHHWEoE
- ModBUS
Lo DCON knuedT
* SHMP knueHT
- ObopyaoceaHwne I
- BnoMHEBIA BEMMCAK
- ¥eTpolcrea ACKY Quwubka: g
8 cBop aanmuix Counterl: 4839 =
- OPC UA —
. [l test Variable1: | 1957 =
-3BYKOBAA KapTa
- Norvdeckid ypoe:
- BeMWMCnIMTENE HA j.
- CBop aaHHEx Sie

- Diamend nnatel ::E
- EnEnworara wabnonos| ™

OnKucaHue:

BEHEE

Puc.6. Bkiagka atpuOyToB mapamerpa.
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