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BBenenue

Monayns Tpancniopta SSL npenocTtaBisieT B CUCTEMY MOAECPKKY TPAHCIIOPTOB OCHOBAHHBIX Ha
cioe Oe3omacHbix coketoB (SSL). B  ocHoBe w™omynst nexur Oubnmoreka OpenSSL.
[ToanepxuBarOTCs BXOAAIIME U UCXOIALIUE TPAHCIOPTHI MPOTOKOJI0B SSLv2, SSLv3 u TLSvI.

J100aBUTH HOBBIE BXOJSIIME U HCXOMSAIIUE TPAHCIIOPTHI MOXKHO IOCPEICTBOM KOH(MHUTyparuu
TPaHCIIOPTHOM MOJICUCTEMBI B TI000M KoHpuUrypaTope cucteMbl OpenSCADA.



http://www.openssl.org/

1. Bxoasinue TpaHCHOPTHI

CKOH(pUTypHpOBaHHBIM U 3aIyHICHHBIM BXOISIIMNA TPAHCIIOPT OTKPBIBAET cepBepHbIi SSL-cokeT mmst
OKUJAHUSI COETUHEHMsI KIMEHTOB. SSL-COKeT SBISIOTCSI MHOIO-MOTOYHBIMH, T.€. MPHU MOIKIIOYEHUU
KIMEHTa CO31aéTcsi KIMEHTCKOe SSL-coequHeHHMe W HOBBIM IMOTOK B KOTOPOM IPOM3BOJAUTHCS
obcnmyxxkuBanue kiueHrta. CepepHbiii SSL-COKeT, B 3TOT MOMEHT, MEPEXOUT K OKUIAHUIO 3aMPOCOB OT
HOBOTO KJIMeHTa. TakuM 00pa3oM gocTuraercs napajieabHoe 00CTyKUBaHUE KIMEHTOB.

Kaxaplii BXOASIIMNA TPaHCTIOPT OOS3aTENLHO CBS3BIBACTCS C OJHUM M3 JIOCTYIHBIX TPAHCIIOPTHBIX
MIPOTOKOJIOB, KOTOPOMY IE€PEAAlOTCS BXOJAIIME cooOueHus. B cBsA3Kke ¢ TpaHCHOPTHBIM MPOTOKOJIOM
MOJITICPIKUBAETCS MEXaHU3M OO0BEMHEHHS KYCKOB Pa3ApoOIeHHBIX, IPH Mepeaaye, 3aIpocoB.

Huanor kondurypanun sxozsmiero SSL-Tpancnopra n3zoopaxén Ha puc.l.
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Puc.1. Inanor xondurypauuu Bxoasauiero SSL-tpancmopTa.

C nmoMouib1o 3TOro AMaaora MOKHO YCTAHOBUTH:!

« CocrossHue TpaHcnopra, a wuMeHHO: «Cratyc», «3Ganmymen» u umsa bJl conepxkauieit

KOH(HUTypaIHIo.

« Wpentuduxarop, UMs U ONMCaHKUE TPAHCIIOPTA.

+ Anpec Tpancnopra B ¢opmare "[aapec]:[mopt]:[pexum]" rre:
. anpec — Anpec, Ha KOTOpoM oTKpbiBaeTcs SSL. JlomkeH ObITh OJHUM U3 aIpeCOB XOCTA.
Ecnu ykazano "*" to SSL Oyzaer noctynen Ha Bcex uHTepgeiicax xocta. JlomyckarTcs Kak
CHUMBOJIbHOE, Tak U [P nmpencraBienue aapeca.
- mopr — CereBoll mOpPT, Ha KOTOpoM OTKpbIBaeTcss SSL. Bo3moxHO ykazaHue
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CHUMBOJIBHOTO UMEHH IOpTa (B COOTBETCTBHH C /etc/services).
+ pexuMm — SSL-pexxum u Bepcus (SSLv2, SSLv3, SSLv23, TLSv1). [To ymonuanuto u
npu omuoke ucnonb3yercs SSLv23

+  BBI00Op TpaHCIOPTHOTO MPOTOKOJIA.

+ CocrosiHHE, B KOTOPOE NEPEBOAUTH TPAHCHIOPT MPH 3arpy3Ke: «3ammyIieH.

+ Ceprudukarsl, mpuBaTHBIN K104 SSL 1 maposb npuBaTHOTO Kiitoua SSL.

+  MakcuManbHOE KOJIMYECTBO 00CTY>KUBAEMbIX KIIMEHTOB U pa3Mep BXOJIHOro Oydepa.

+  Orpannyenus pexuma "Keep-alive" mo KoauuecTBy 3alpoCOB U BpEMEHH OKUIAHUSI.

« Ilpuoputer 3agau TpaHcnopra.

2. Ucxoasimme TPAHCIOPTHI

CKOHOUTypUpOBaHHbI M 3alyIIEHHBIH HCXOIAIIMNA TpaHCOPT OTKpbIBaeT SSL coenuHeHue c
yKa3aHHbIM cepBepoM. [Ipu paspeiBe COEAUHEHHs, HWCXOJAIIMNA TpaHCIOPT OTKIovaercsa. s
BO300HOBJICHUS COEMHEHUS TPAHCIIOPT HY)KHO OIISIThH 3aITyCTUTh.

['maBHas BKIIaJKa CTpaHUIBI KOH(GUTYypaun ucxosero SSL-tpancnopra n3odpaxéna Ha puc.2.
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Puc.2. 'maBHas BkIagKa CTpaHUIlbl KOHGUTYpaun ucxosmero SSL-rpancmnopra.



C noMouib1o 3TOro AMAIOra MOKHO YCTAHOBUTH:!

- CocrosiHue TpaHcnopta, a uMeHHO: «Crarycy, «3amymen» W uma b/l comepxkamei

KOH(UTyparuio.

- Wpnentuduxarop, Ms 1 onucaHue TPaHCIOPTA.

« Anpec Tpancnopra B ¢popmare "[aapec]:[mopt]:[pexum]" rue:
- azapec — Aapec, ¢ KOTOPBIM BBIMOJIHIETCS cOeAMHEHNE. J[0MyCcKaroTCsl Kak CUMBOJIBHOE
tak u [P nipeacraBinenue aapeca.
« nopT — CeTreBoil MOPT, ¢ KOTOPBIM BBINOJHIETCA COoelMHEHUE. BO3MOXHO ykazaHue
CHUMBOJILHOTO UMEHH IOpTa (B COOTBETCTBUU C /etc/services).
« pexuM — SSL-pexxum u Bepcust (SSLv2, SSLv3, SSLv23, TLSv1). Ilo ymonuanuto u
npu omuOke ucnonpzyercst SSLv23

+ CocrosiHHE, B KOTOPOE MEPEBOIUTH TPAHCTIOPT MPH 3arpy3ke: «3armyiieH.

 Ceptuduxatsl, npuBatHbIi K109 SSL 1 mapois npuBaTHOTO Kitoda SSL.

- TaiiMayT O yMOIYAHUIO I 0KUJIAHUS COCIMHEHUS U OTBETA, OTJEIBHO.

3. CepTuuKaThI ¥ KJIHOYH

JUis monmHOUEHHON paboThl MOAYJNsE HEOOXOAMMBI CepTH(MKAThl M MpUBATHbIE KiIOuu. B ciydae ¢
BxosaumM SSL-TpancnopToM (cepBepoM) oHU 00si3aTenbHbl. B ciydae ¢ ucxonsmum SSL-tpancnopToMm
OHHU MOTYT U HE YCTaHABJIMBATHCS XOTS UX UCIOJIb30BAHUE JKEIATEIBHO.

[Tpocreiimeld koHdurypamueit ceprudurara SBISICTCS CAMOIMOMNUCHOW CEpTUPUKAT U MPUBATHBIN
kiro4. Hioke onmucana nporeypa ux Co3IaHus C MOMOIIBIO YTHIIHTH openssl:

T'eHepauma CeKpPeTHOTO KJIUa
openssl genrsa -out ./key.pem -des3 -rand /var/log/messages 2048
T'eHepaumda CaMOIONNMCAHHOI'O cepTudmKaTra

openssl req -x509 -new -key ./key.pem -out ./selfcert.pem -days 365

Uy H= U H*

Hanee conepxxumoe ¢aiinoB selfcert.pem u key.pem komupyercst B TEKCTOBOE Mojie cepTudUKaTa u
Kitoua. [1apois MPUBATHOTO KITFOYA YCTAHABJIMBACTCS B COOTBETCTBYIOIIEM TI0JIE.
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